Secure-by-Design
for Ship Cyber Resilience

A Design-Centric Approach to Ship Cyber Resilience for IACS UR E26/E27

SUMMARY
Meeting IACS UR E26/E27 is not a matter of after-the-fact documentation. It must be
carried out as a Secure-by-Design framework that connects assets, threats, security

requirements, and test evidence from the design stage onward. Ships in particular—with
their many supply chains, OT/IT convergence, remote access, long service life, and
operational characteristics—make threat-modeling-based design verification essential.
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1. Executive Summary

With IACS UR E26 and E27 becoming mandatory for ships contracted on or after 1 July
2024, the first generation of newbuildings subject to these requirements began reaching
delivery and their first class surveys in 2026. Over the same period, however, maritime
cyber incidents rose 103% in a single year, and threats have shifted toward operational
risks that directly target navigation, OT, and the supply chain. This raises a central
question: does a ship with the required compliance documentation actually remain resilient
under a real attack, or has it merely complied on paper? This gap is the subject of this
white paper. 1) 2)

Answering that question requires changing the approach itself. IACS UR E26/E27 cannot be
satisfied by deploying security equipment or submitting documents at delivery alone,
because they are requirements that call for cyber resilience to be built in from the design
stage. UR E26 addresses the cyber resilience of the ship as a whole, while UR E27
addresses that of onboard systems and equipment; UR E27 in particular requires security
functions to be reflected during the design and manufacturing stages, and requires the
SDLC to address security from requirements analysis through design, implementation,
verification, release, maintenance, and disposal.3)

Therefore, the successful realization of ship cyber resilience must be achieved through
Secure-by-Design. Secure-by-Design does not treat security as an add-on feature of a
product or system; it embeds security into early design decisions, architecture,
supply-chain requirements, test evidence, and operational procedures. CISA and the NIST
SSDF likewise emphasize accountability for customer security outcomes, building security in
at the design stage, and integrating security activities across the software development
lifecycle.4) 5)

1. Manual approaches readily produce inconsistencies and omissions among asset
inventories, network topologies, security zones, supplier documents, and test evidence.

2. Secure-by-Design makes it possible to trace, together, the impact on requirements,
threats, controls, tests, and evidence whenever a design change occurs.

3. Threat Modeling structures ship-specific attack surfaces—security zones/conduits, data
flows, trust boundaries, remote access, portable media, wireless communications,
supply-chain updates, and more—at the design stage.



4. ROI appears not only as the avoidance of security incidents, but also as reduced
repetitive documentation, shorter response times to class queries, fewer design reworks,
higher-quality supply-chain evidence, and greater sister-ship reusability.

1.1 Background: The Current Maritime Cyber Threat Landscape and the
Regulatory Moment

With IACS UR E26/E27 becoming mandatory for ships contracted on or after 1 July 2024,
2026—roughly two years into enforcement—is the year the first generation of newbuildings
meeting these requirements reaches delivery and first class surveys. At the same time,
regulation is moving from recommendation to enforcement. The U.S. Coast Guard published
its final rule on cybersecurity in the Marine Transportation System in January 2025 and
brought it into effect in July, with subsequent deadlines set through 2027. The IMO, for its
part, revised its Guidelines on Maritime Cyber Risk Management to Rev.3 in April 2025. In
short, ship cybersecurity is no longer a future task but an operational requirement that is
being verified and enforced in the field today. 6) 7)

The nature of the threats is intensifying in step with this moment. CYTUR's 2026 Maritime
Cyber Threat Report found that maritime cyber incidents rose 103% in 2025 compared
with 2024, and this trend is corroborated by multiple independent analyses. The maritime
risk-analysis firm Dryad Global reports that GPS jamming and AIS spoofing are spreading
across strategic waters including the Red Sea, the Baltic Sea, the South China Sea, the
Caribbean, and the wider Middle East. In some cases, vessels have appeared thousands of
kilometers from their true positions, heightening the risk of collision, grounding, and
reporting errors. 8) 9) 10)

The U.S. Center for Strategic and International Studies (CSIS) notes that port OT systems
suffer from weak authentication, insufficient encryption, and limited monitoring, and that the
U.S. government has warned that foreign-made cranes and scanners could serve as covert
access paths for espionage or sabotage; it further reports that cyberattacks targeting the
Port of Los Angeles grew from 7 million per month in 2014 to 60 million in 2023. 1)

What this data collectively indicates is that maritime cyber threats are no longer an
extension of ordinary IT breaches but have shifted to operational risks that directly target
ship operations, navigation, communications, OT, and the supply chain. The threat is not a
matter of patching a single vulnerability; it is connected simultaneously to design-stage



remote-access paths, VSAT/satellite communications, navigation-data integrity, supplier
updates, port and logistics linkages, and backup/recovery design.

Threat intelligence must therefore not end as an operational-stage alert; it must feed into
the design requirements of newbuildings and into investment-priority decisions for existing
ships. Now that regulation has moved to enforcement and threats have shifted to
operational risk, an after-the-fact documentation approach struggles to keep pace with this
change. This is the backdrop against which Secure-by-Design is needed.

Threat Trends, Affected Design/Operational Areas, and Secure-by-Design Focus Points

Threat Trend Affected Design/Operational Areas Secure-by-Design Focus Points
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2. The Market Problem: The Limits of Document-Based
and Manual Compliance
Today, much of the compliance work in the field is done through Excel asset inventories,

Word-based risk assessments, drawing-based network descriptions, email-based collection
of supplier documents, and manual compilation of test results. This may appear workable

for an initial single project, but as the number of ships and suppliers grows, cost and

quality risks rise sharply.

Manual-Approach Problems and UR E26/E27 Compliance Risks

Typical Problem with the Manual Approach UR E26/E27 Compliance Risk

Asset inventory

Network topology

Supplier documents

Test evidence

Change
management

Expert dependency

CBS, software, versions, and network
interfaces are not updated each time
the design changes

Design drawings, firewall rules,
communication lists, and security-zone
descriptions are scattered across
different files

Deliverable formats and depth differ by
vendor, making comparison and
verification difficult

Test results are manually mapped to
requirements after testing

The impact of changes to equipment,
firmware, networks, and remote-access
policy is assessed manually

Quality varies with the experience of a
few experts

Possible mismatch with the UR E26
vessel asset inventory and UR E27 CBS
asset inventory requirements

Weakened traceability among security
zone/conduit evidence, CSDD, and test
procedures

Delays in verifying the completeness of

E27-required documents

Heavy effort to trace evidence back to
its basis during class queries

Mismatch between as-designed and
as-built; degraded security in the
operational stage

Bottlenecks and schedule risk increase
as projects scale

This is not merely a problem of document automation. Ship cyber resilience is a

systems-engineering problem in which design architecture, equipment functions, supplier

security capabilities, operational procedures, and emergency-response and recovery

procedures are all combined. What is needed first, therefore, is not "a tool for writing

documents well" but "a methodology that connects design judgment with evidence.”



3. The Concept of Secure-by-Design and Its Global Positioning

Secure-by-Design is the principle of embedding security not as something added at the
final stage, but throughout the entire lifecycle—requirements analysis, architecture design,
implementation, verification, deployment, operation, maintenance, and disposal. CISA frames
the message that products should be designed to prioritize customer security outcomes as
a core business requirement, while the NIST SSDF presents a structure for integrating
secure development practices into the SDLC. 12) 13)

The common direction of global industry is clear. The automotive sector requires CSMS
and full-lifecycle security management centered on UNECE R155 and ISO/SAE 21434, while
aerospace and defense treat security as part of design in order to achieve mission
continuity, cyber survivability, certifiability, and supply-chain assurance. These industries
moved—earlier than shipping—away from a model of inspecting a finished product by hand
and toward a model of building security in from the design stage and proving the process
through records across the full lifecycle.

Industry, Context, and the Common Effect of Secure-by-Design

Industry Common Effect of Secure-by-Design
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4. Why Secure-by-Design Is Needed for IACS UR E26/E27

IACS UR E26 sets cyber-resilience objectives for the ship as a whole—ldentify, Protect,
Detect, Respond, Recover. Compliance must be demonstrated through evidence across the
design, construction, commissioning, and operational stages, connecting the vessel asset
inventory, security zones/conduits, the CSDD, test procedures, and incident-response and
recovery plans. 14)

IACS UR E27 addresses onboard CBS and equipment, requiring security capabilities,
documentation, test procedures, security configuration guidelines, a Secure Development
Lifecycle, maintenance/verification plans, incident-response and recovery information,
change management, test reports, and more. In other words, a ship's overall E26
compliance is directly linked to the quality of supplier-level E27 deliverables. 15

Why "after-the-fact documentation" falls short

The core deliverables of UR E26/E27 must be derived from design information. If the asset
inventory, security zones, network flows, controls, test procedures, and recovery procedures
are not connected to one another, then the documents may exist yet still fail to
demonstrate cyber resilience.

A Case of Passing on Paper While Remaining Vulnerable in Practice

Suppose a newbuilding's machinery monitoring system (a CBS) has assembled all the
documentation required by UR E27. The asset inventory, security-capability description, test
procedures, configuration guide, and so on have all been submitted, and their contents are
internally consistent. The remote-access entry states that "the equipment vendor's
maintenance access is controlled." On a documentation review alone, this system is judged
to meet the requirements.

The problem is that what the documents describe differs from the actual connection
structure. The vendor maintenance remote access set up during commissioning was, in
reality, directly linking the external network to the internal security area where the
machinery system resides. Moreover, firmware updates were downloaded directly from the
vendor's server. The phrase "is controlled" in the documents was not tied to any
mechanism that actually enforces it—access approval procedures, multi-factor
authentication, firmware authenticity verification, or access logging. As a result, a single
compromise of the vendor's account or server could establish an attack path reaching
systems that directly affect the ship's safe operation.



This gap did not arise because any one document was wrong. Each document was
individually correct, but no one had traced the actual connections that run across the
systems all the way through. That is why it is invisible to a documentation review and
surfaces only when, at the design stage, threat modeling is used to draw the data flows
directly.

Threat modeling does not stop at finding the gap; it also produces the remediation and
the means of verification. In this case, that would mean adding an approval procedure,
multi-factor authentication, and a relay (jump) server to the maintenance access; verifying
firmware authenticity; retaining access logs; and confirming through testing that all of this
actually works. As a result, "the documents exist" becomes "resilience has been verified."

When Secure-by-Design comes first, consistent answers can be given to the following questions:

* Which CBS is connected to which ship function and to what safety/operational impact?

* Which security zone does that CBS belong to, and through which conduit does it
communicate, and with whom?

* What attack paths are created by remote access, wireless, portable media, updates, and
supplier maintenance?

* For each threat, which security requirements, controls, configurations, tests, and
operational procedures apply?

* When a design change occurs, which UR E26/E27 evidence must be reviewed again?

4.1 Application Approaches for Newbuildings and Existing Ships, and
Setting Investment Priorities

Newbuildings can, from the point of the construction contract that brings them within
scope of IACS UR E26/E27, organize their design, construction, and commissioning
deliverables into a single evidence framework. ClassNK explains that UR E26 applies to the
ship as a whole and UR E27 to onboard systems and equipment, and that the purpose is
to set minimum requirements for the cyber resilience of newly built ships. 16)

Existing ships, by contrast, cannot recreate design deliverables in the same way as
newbuildings; because of legacy equipment and long-accumulated changes, the actual
(as-is) configuration must be ascertained first. In addition, the IMO's maritime cyber risk
guidelines and MSC.428(98) require and recommend that cyber risk be handled within the



safety management system and operational risk management—so existing ships, regardless

of whether the requirements formally apply, also need risk-based investment priorities. 17)18)

Secure-by-Design should therefore be applied to newbuildings in a "design-in" manner and

to existing ships in an "as-is threat modeling + risk-based retrofit" manner. Both

approaches use a threat model to identify which assets and connections actually create

the greatest risk, and to allocate limited budgets first to the items that reduce the highest

operational, safety, and regulatory risk.

L. Investment-Priority
Target Approach Key Activities Criteri Expected Effect
riteria

Newbuilding

Existing ship

Whole fleet

Threat-intellig
ence linkage

Design-in

Secure-by-Design

As-is Threat
Modeling +
Retrofit

Fleet Risk
Prioritization

Intelligence-led

Investment

Generate the CBS
asset model,
zone/conduit, CSDD,
remote-access policy,
supplier E27
deliverables, and test
procedures at each
design gate

Verify the actual asset
inventory and network
topology; analyze
legacy equipment,
temporary access,
vendor accounts,
patch status, and
backup status

Group ships sharing
the same equipment,
vendor, and
remote-access pattern,
and reuse common

threat scenarios

Feed the latest CVEs,
maritime APT/TTP,
GPS spoofing, VSAT
compromise, and
ransomware/supply-cha
in cases into the
threat library
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CBS with high
safety/operational
impact, external
connection points,
cross-zone
communication,
irrecoverability, missing

supplier evidence

VSAT/remote access,
ECDIS/GNSS/AIS,
propulsion/power/cargo
OT, backup/recovery,
account management,

vulnerable equipment

Vulnerabilities recurring
across many ships,
single points of failure
in the supply chain,
common
remote-access
infrastructure,
unpatched CVEs
Threats currently being
exploited,
vulnerabilities actively
in use, threats by
operating area,
insurance/charter

requirements

Improved
class-approval
readiness, reduced
late-stage rework,
secured sister-ship
reusability

Concentrate limited
CAPEX/OPEX on
high-risk attack paths;
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operational-disruption
risk

Cut off early the risk
of one ship's flaw
spreading across the

entire fleet

Shift security
investment from a
past checklist to
decisions based on
current threats



5. Applying Secure-by-Design Concepts to IACS UR
E26/E27, Clause by Clause

The following table summarizes how the main requirement areas of UR E26/E27 can be
met from a Secure-by-Design and Threat Modeling perspective.

Secure-by-Design / Threat Risk of the Manual
UR Area Gist of the Requirement . )
Modeling Deliverable Approach

Excel omissions,
Connect the CBS asset model,

Provide a hardware . . unreflected equipment
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mode
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Protect: risk profile and clarify model, DFD, trust boundaries, drawings and firewall
Security zones . . .
and network conduits, firewalls, and firewall rules, and CSDD to rules, the CSDD, and test
segmentation permitted traffic threat scenarios procedures
. Identify infection paths USB, .
Present mechanisms to . . Controls are listed, but
E26 4.2.3 portable devices, update files, )
Malware protect CBS from malware . . which CBS and attack
and unauthorized software . path they block is unclear
threat library
. Derive external connection Temporary remote
Justify and protect . ] .
E26 4.2.6 . points, MFA, session approval, access, maintenance
Remote access internet/untrusted-network . . .
/ untrusted . jump host, logging, and exceptions, and vendor
untruste connections, remote access, ) ~ ) o
networks network isolation requirements accounts remain hidden
and legacy-system use
per threat path attack surfaces
Connect an approved-device
E26 4.2.7 Control the use of portable list, usage scenarios, Field work practices are
:\)/Ioor?zlalgleand media and mobile devices, malware-ingress paths, not reflected in the
devices with evidence operational procedures, and documents

test evidence

Incident response plan, local . . .
Review, at the design stage, a Response plans exist but

independent/manual .

E26 4.4 . ) ) detect-isolate-manual are not connected to the
) operation, network isolation, . .

Respond operation-recover transition actual zone/network

and other response . )

playbook by threat scenario design

capabilities

Recovery plan, Trace recovery priority, backup  Recovery documents are
E26 4.5 backup/restore, controlled location, version, supplier scattered by supplier and
Recover shutdown/reset/rollback/restar procedures, and test criteria hard to verify for

t, safe state per CBS currency

_‘]‘]_



E26 5
Demonstration
of compliance

E27 3.1
Documentation

E27 4 Security
capabilities

E27 5 Secure
Development
Lifecycle

Demonstrate compliance
through documents and

tests across all stages

Submit CBS asset inventory,
topology, security capability
description, test procedures,
configuration guidelines,
SDLC docs, etc.
Authentication, account
management, least privilege,
wireless, mobile code,
logging, communication

integrity, malware protection,

backup/recovery
Document security aspects
at requirements analysis,
design, implementation,
verification, release,

maintenance, and EOL

Generate a requirement-threat
-control-test-evidence matrix
and automatically identify
impact when changes occur
Supplier-deliverable templates,
completeness checks,
model-based acceptance
criteria, connected to the

ship-wide E26 evidence

Derive threat-to-control
mapping and test cases based
on STRIDE / ATT&CK for ICS

Secure threat modeling,
security requirements,
verification evidence, and
release criteria at each SDLC

gate
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Re-compiling the basis by
hand every time there is

a class query

Vendor variation in
document quality and late
submission delay the

whole schedule

Controls can be listed,
but why they are needed
by design—and the test

criteria—are weak

A description written after
development is finished is
insufficient as evidence of
the actual development

activity



6. Ship Threat Modeling Methodology

Threat Modeling is a method for systematically deriving, at the design stage, the answers
to “what must be protected, what attacks are possible, what controls are needed, and
how it will be tested.” It differs from penetration testing. Whereas penetration testing is
closer to finding vulnerabilities after implementation, Threat Modeling identifies attack paths
and requirements at the design stage to reduce structural flaws. Microsoft presents a way
to systematize threats by system component and data flow through STRIDE-based threat
modeling. 19) 20)

In the ship environment, combining STRIDE, Attack Tree, TARA, and MITRE ATT&CK for
ICS is appropriate. MITRE ATT&CK for ICS is a knowledge base that organizes the attack
tactics and techniques of industrial control system environments, and it can be used to
build a library of threat scenarios for ship OT/CBS. 21)

1. Scope definition

2. Architecture
modeling

3. Threat
identification

4. Attack-path
analysis

5. Risk assessment

6.
Security-requirement
s derivation

7. Test/evidence
generation

8. Change
management

Define ship functions, CBS, safety/operational
impact, connection scope, and supplier scope

Create the asset inventory, zone/conduit, network
topology, data flows, and trust boundaries

Identify the attack surface using STRIDE, MITRE
ATT&CK for ICS, and maritime operating scenarios

Analyze remote access, wireless, portable media,
supply-chain updates, account misuse, and
segmentation bypass

Assess impact on safety, environment, operational
continuity, data integrity, and recoverability, and the
likelihood of attack

Map to UR E26/E27, IEC 62443, operational policy,
and supplier requirements

Define test procedures for each control, acceptance

criteria, and logs/configurations/screenshots/reports

Reassess impact when equipment, software,
networks, or remote access change

_‘]3_

Threat modeling scope,

mission/safety impact list

DFD, zone/conduit diagram,
draft CSDD

Threat scenario register

Attack tree / attack path
model

Risk rating, risk treatment

decision

Security requirements and
supplier requirements

Test procedure, evidence

checklist, compliance matrix

Change impact analysis,
updated model and evidence



6.1 Worked Example: Applying the Eight Steps of Ship Threat Modeling

In Section 4, we used the example of a machinery monitoring system that had assembled
all the documentation required by UR E27 but still had a gap in its vendor maintenance
access. Applying the eight steps of threat modeling to the same case shows how that gap
is revealed step by step and then closed.

Step 1 - Scope definition

Define as the scope of analysis the machinery monitoring system, the communication paths
connected to it, and the equipment vendor that accesses it. Also document how this
system affects the ship's safety and operation.

Step 2 - Architecture modeling

Draw the assets, network connections, and data flows as a diagram. In this process it
becomes clear that the vendor maintenance remote access directly links the external
network to the internal security area. This is the part that becomes visible only when
information scattered across documents is gathered into a single flow diagram.

Step 3 - Threat identification
Examine what attacks are possible through this connection. Confirm that an attacker could
inject forged commands from outside, or that access exceeding authorization could occur.

Step 4 - Attack-path analysis

Trace the actual route the threat would follow. If the vendor account or vendor server is
compromised, it travels along the maintenance path and a route reaching the machinery
system is established.

Step 5 - Risk assessment

Assess the likelihood of this path being realized and its impact. Because it is a system
that directly affects safety and operation, classify it as high risk and make it a priority for
treatment.

Step 6 - Security-requirements derivation

Define concrete requirements to reduce the risk. Place an approval procedure, multi-factor
authentication, and a relay server on the maintenance access; verify firmware authenticity;
and retain all access logs. Connect each requirement to standards such as UR E26/E27
and [EC 62443.

_14_



Step 7 - Test/evidence generation

Create test procedures and acceptance criteria to confirm that the above controls actually
work. The test results, configurations, and logs become the evidence submitted to class
as-is.

Step 8 - Change management

When the vendor access policy, firmware, or network configuration later changes, reassess
the impact. Rather than ending with a single inspection, update the model and evidence
each time a change occurs.

In this way, threat modeling finds, on the flow diagram, the gap that scattered documents
could not reveal, and connects it through to the remediation requirements and test
evidence in a single thread. If Section 4 showed the problem that “documents alone are
not enough,” these eight steps show the method for solving it.

6.2 Attack Surfaces That Ship Threat Modeling Must Always Examine

- Ship-to-shore connections: remote monitoring, remote maintenance, satellite
communications, cloud linkage, port network access

- Field-work paths: USB, laptops, service equipment, temporary accounts, vendor
maintenance access

- OT/CBS boundaries: connections among navigation, propulsion, power, cargo, safety,
communications, entertainment, and the administrative network

- Supply-chain paths: firmware/software updates, libraries, vendor remote support,
third-party equipment

- Recovery paths: backup integrity, offline backup, rollback, safe state, manual/local operation

The core value of Threat Modeling does not lie in listing many security controls. The core
is to create the traceability that can explain “which threat and which ship function this
control is needed to protect.”

6.3 The Basis for Threat Modeling in ISO, NIST, and Other International
Standards

Threat Modeling is not a vendor-specific methodology; it is a risk-based
security-engineering activity commonly required across many international standards and
industry norms. NIST SSDF SP 800-218, in PW.1, explains that addressing security

_15_



requirements and risk at the design stage is the core of secure by design and also
contributes to development efficiency; in PW.1.1, it calls for using risk modeling such as
threat modeling, attack modeling, and attack surface mapping to assess software security
risk; and PW.1.2 requires that security requirements, risks, and design decisions be tracked
and maintained. 22)

NIST SP 800-160 Vol.1 explains that engineering-based solutions are essential for complex,
interconnected cyber-physical systems and systems-of-systems, and that security needs
and concerns must be addressed early and sustainably across the system lifecycle. This
logic applies directly to systems like ships, which combine mechanical, physical, human,
software, and network elements. 23)

ISO/SAE 21434 is the international standard for cybersecurity engineering of road-vehicle
electrical/electronic systems; in the automotive industry, TARA (Threat Analysis and Risk
Assessment) is used to derive assets, threat scenarios, attack paths, risk levels, and
response requirements. Because ships have a more distributed supply chain and operating
environment than automobiles, TARA-style risk analysis needs to be extended around ship
functions, CBS, and operational impact. 24) 25)

ISO/IEC 27005 is a guideline for information-security risk management that supports risk
identification, assessment, and treatment, and the prioritization of security investment.
IEC/ISA 62443-3-2 requires, for industrial control systems, SUC identification, zone/conduit
configuration, detailed risk assessment, and documentation of threats, vulnerabilities,
impact, likelihood, residual risk, and security requirements. This connects naturally with UR
E26's requirements for zones/conduits, the CBS asset inventory, the CSDD, and test
evidence. 26) 27)

ISO/IEC/IEEE 32675 defines the lifecycle activities for building, packaging, and deploying
safe and reliable systems through DevOps. In an environment where ship equipment and
ship software are continuously updated, threat-modeling results must be connected to the
development, release, deployment, and maintenance processes. 28)

_16_



Standard Related Concept Relevance to Threat Modeling Interpretation for Ships

NIST SSDF  PW.1/ PW.1.1/
SP 800-218 pw.1.2
NIST sp  Systems
800-160 Security
Vol.1 ) )
Engineering
ISO/SAE
21434 TARA
Information
ISO/IEC L
27005 security risk
management
Zone, conduit,
IEC/ISA .
62443-3-2 and risk
assessment
ISO/IEC/IEEE ~ Secure DevOps
32675

lifecycle

Assess security risk via threat modeling,
attack modeling, and attack surface
mapping, and track requirements/risk/design

decisions

Reflect security needs early and through
engineering across the lifecycle of complex

cyber-physical systems

Derive threats, attack paths, risk levels,
and response requirements for automotive
E/E systems

Risk identification/assessment/treatment,

and real risk-based investment prioritization

SUC identification, zone/conduit,
documentation of
threats/vulnerabilities/impact/likelihood/residu

al risk, and requirements

Activities to build safe and reliable systems
from development through production, use,
support, and disposal

_‘]7_

Build threat-to-control-to-test
traceability when designing a
CBS

View the ship as a
system-of-systems and apply
security engineering across
design, construction, and

operation

Apply TARA/Threat Modeling
tailored to ship CBS and the
supply chain

Allocate existing-ship retrofit

budgets on a risk basis

The technical basis for
designing UR E26
zones/conduits, the CSDD,
and test evidence

Connect to the E27 supplier
SDLC and the ship-software

update scheme



7. ROIL: Savings in Cost, Time, and Effort

The ROI of Secure-by-Design is inadequately explained by the avoidance of cyber
incidents alone. The effects that actual buyers and project leads feel come from
preventing schedule slippage, reducing rework, shortening response times to class queries,
reusing repeatable deliverables, improving supplier-document quality, and easing expert
bottlenecks. That cost grows the later security is added is a principle repeatedly confirmed
in both software engineering and defense procurement. NIST analyzed the economic losses

of inadequate software-testing infrastructure, and the GAO pointed out that reflecting

weapon-system cybersecurity requirements clearly at the outset is easier and less costly.

29) 30)

Document
automation

Change-impact
analysis

Class-query
response

Supply-chain
management

Repeat-project
reuse

Expert
productivity

Generate the asset inventory, CSDD, zone/conduit, test

procedures, and evidence matrix from the model

Automatically identify related requirements and test
items when equipment/software/networks change

Present the requirement-threat-control-test-evidence

linkage immediately

Provide per-vendor E27 deliverable submission criteria
and completeness checks

Reuse the threat model and evidence templates for
sister ships, similar hull forms, and common CBS

configurations

Automate repetitive mapping and documentation so
experts focus on risk judgment

Reduced effort to write/revise

reports; consistent formatting

Reduced rework scope; fewer
as-built inconsistencies

Shorter query-response time;

reduced approval-delay risk

Fewer re-requests for missing
documents and less late-stage

remediation

Reduced initial analysis time per

project; less quality variation

Eased bottlenecks for senior staff;

improved review quality

In practice, ROl can be measured with the following KPls:

the number of class queries and average response time, impact-analysis time per design

change, requirement-to-test-item traceability ratio, the security-defect discovery rate before
commissioning.
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7.1 Interpreting the ROl Evidence from Automotive, Aerospace, and Defense

It is uncommon for global corporations to disclose the quantitative ROI of

Secure-by-Design in detailed figures, because cybersecurity ROI is tied to undisclosed

variables such as incident probability, regulatory approval, brand risk, and supply-chain

quality. Even so, public material allows the following ROI directions to be confirmed.

m Public ROI or Cost-Effect Evidence Interpretation for Ships

Automotive

Defense

Defense /
Government
IT

Aerospace

Industry
-wide

A study on TARA automation reports an average
40% reduction in analysis time and a 25%
improvement in threat detection through automation.
(Note: this is a specific research case and should be
distinguished from official global-OEM ROI figures.)
The GAO points out that reflecting cybersecurity in
requirements and contracts at an early stage is
easier, less costly, and more effective; if
requirements are not in the contract, after-the-fact
changes may require additional time and
compensation.

The DoD DevSecOps strategy embeds security
across the entire development lifecycle, reduces
defect escape through automated testing, and
improves the long-process problems of traditional
certification-centric approaches.

Airbus Protect and Boeing present product security
as lifecycle assurance from preliminary design
through support. Direct ROI figures are not disclosed,
but certification readiness, reduced late design
change, and operational continuity are the core
value.

The Security-by-Design ROl frame moves away from
a find-and-fix model and is explained in terms of
design-stage risk reduction, compliance achievement,

and reduced remediation cost.
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In automotive CSMS/ISO 21434 work,
automated threat modeling and
documentation can serve as a basis for
reducing the effort of regulatory
compliance.31) 32)

In shipbuilding projects too, E27
deliverables and threat-modeling
evidence should be placed in supplier
contracts and requirements early, to

reduce rework and disputes. 33)

UR E26/E27 compliance, too, should
shift from year-end audit-style document
collection to an automated

design-verification-evidence system. 34)

The same lifecycle-evidence value
applies to ship class approval,
commissioning, and operational
acceptance. 35)36)

For ships—with long-lived, high-value
assets and high operational-delay
costs—the economics of early design

security may be even larger. 37)



8. Cases and Evidence from the Automotive, Aerospace,

and Defense Industries

The table below shows how Secure by Design—or the same philosophy—is positioned

across global industry. Some companies use the term “Secure by Design” directly; others

express it as product security engineering, cyber resilience, lifecycle security, CSMS,

secure aviation design, and so on.

m Company/Body Secure-by-Design Positioning

Automotive

Automotive

Automotive

Automotive
Tier-1

Automotive
policy

Aerospace

Aerospace
| Defense

Aerospace

Volvo Group

Toyota

Stellantis

Bosch Mobility

NHTSA

Airbus Protect

Boeing

Collins
Aerospace /
RTX

Security must be integrated into every
stage of product development; security
by design makes physical and digital
systems resilient from the start
"Everything we do should be secure
by design"—security and privacy built
in from the start, then continuously
monitored and adjusted

Applies cyber protection across the full
vehicle lifecycle from development to
disposal, including new-vehicle design
and connected offboard platforms
"Secure from start to
finish"—full-lifecycle cybersecurity
across development, production, and
operation, linked to UN R155

Best practices stating that
safety-related cyber risks should be
eliminated/mitigated through design
Protects the aerospace value chain
from design to ground segment and
production, supporting security
architecture across the

product-development lifecycle

Describes Product Security Engineering
as a cross-cutting engineering function

across the full lifecycle

A Cyber Systems positioning protecting
connected products and aviation
systems to ensure data security and
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Implication for Ships

Security is a quality-management
activity built into the development
process, not a late-stage inspection
38)

Ships need a security model updated
across
design-commissioning-operation, not a

single post-build inspection 39)

Ships, too, must address the full
lifecycle and ship-to-shore

connectivity40)

Equipment suppliers must provide
E27 deliverables and lifecycle
assurance for ship-wide E26
compliance 41)42)

Risks affecting ship safety/operational
functions should also be addressed
at the design stage 43)

Ships need value-chain security
spanning onboard CBS, yard
production, shore connectivity, and

service network 44)

UR E26/E27 compliance is a
cross-cutting activity across all of
engineering, not solo security-team
documentation 45)

For ships, operational continuity and
cyber resilience are more persuasive

than compliance 46)



Aerospace
| Defense

Defense

Defense /
Maritime

Government
| Defense

Lockheed
Martin

Northrop
Grumman

BAE Systems

UK Ministry of
Defence

operational continuity
The Fundamentals of Secure Aviation
Design Guidebook turns principles and

practices for cyber-resilient aircraft into

a methodology

Systems should be designed with
cyberspace protection in mind; cyber
resilience is a core element of mission
solutions

In the AUKUS context, Secure by
Design is adopted from before
construction, embedding cyber into
design, build, commission, and
operation

Secure by Design is not a checklist
but a proactive approach for which
everyone is responsible, keeping
mission-critical systems operating
during a cyberattack
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Shipbuilding needs a Secure Ship
Design guide and standardized

supplier requirements 47)

The goal for ships is maintaining
safety/operational functions under

attack, not passing on documents 48)

Most direct message for ships: build
security evidence from the design

stage before construction 49)

UR E26/E27 should be positioned as
a design culture ensuring mission

continuity, not checklist compliance50)



9. Ship Cyber Threat Modeling Use Case

A ship's control-system network should be identified in stages by function and criticality,
much like the Purdue model. Navigation, machinery, power, communications, the business
network, the external network, and so on should then be separated and placed into
distinct security zones. Control devices such as firewalls should be placed between each
zone, and it should be confirmed that only permitted users, devices, and communications
can access them. Through this, the possibility of a breach spreading to the ship's core OT
systems is assessed and reduced
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[Figure: Sample ship network topology classified by the Purdue Model]

After confirming how the systems inside the ship are connected and what role each
system plays, one must anticipate the routes by which an attacker could strike. Based on
those results, security budget and personnel should be invested first in the most
dangerous areas, and the necessary regulations and security measures applied.
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[Figure: Sample automated ship cyber-attack scenario]

A ship carries many systems navigation, machinery, power, communications, safety
equipment, and more. Some are computer-controlled CBS; others are not directly computer
systems but are Non-CBS that nonetheless affect ship operation. A cyber risk assessment
must identify all of these systems, classify which system performs which function, and
then analyze where various threats hackers, malware, remote access, USB, partner
companies, internet connections, and so on could enter. Because even a single newbuilding
has a great many systems and threats to assess, the resulting report can run to several
hundred pages or more. A purely manual review of every item therefore demands
considerable time, cost, and specialized personnel.
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[Figure: Sample automated ship cyber-threat assessment results]
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10. Conclusions and Recommendations for the Shipbuilding
and Maritime Industry

In automotive, aerospace, and defense, a small number of manufacturers (OEMSs)
responsible for the finished product can enforce security requirements across the entire
supply chain. Ships, by contrast, have a weak single-owner structure: many equipment
suppliers, shipyards, shipowners, system integrators, classification societies, and service
providers all participate in a complex supply-chain structure. It is therefore hard to control
security from any single point. Moreover, within a single ship coexist systems of differing
criticality and technology generations—navigation, propulsion, power, cargo, communications,
safety, the administrative network, the crew-welfare network, and more. The more
distributed the actors and systems, the more important it becomes to connect threats and
requirements structurally at the design stage.

For newbuildings, Threat Modeling should be embedded at the design stage so that UR
E26/E27 evidence is generated from the outset; for existing ships, an as-is threat model
should be built on the basis of the actual assets, connections, and operational procedures
in order to set investment priorities. Here, it is reasonable to set priorities not by the order
of a regulatory checklist, but by operational-safety impact, attack likelihood, external
connectivity, supply-chain recurrence, recoverability, and fleet-spread risk.

In such a structure, an after-the-fact manual documentation approach is structurally fragile.
When a design change occurs, the asset inventory, network drawings, firewall rules,
security zones, supplier deliverables, test procedures, operating manuals, and recovery
procedures are all affected at once. Tracking this by hand, file by file, is costly, prone to
omissions, and slow to respond to class queries.

Ship cyber resilience must therefore start with Secure-by-Design at the design stage, and
its implementing methodology must be Threat Modeling. Threat Modeling must structurally
model ship functions, CBS assets, data flows, trust boundaries, remote access, the supply
chain, and recovery scenarios, and connect these to UR E26/E27 requirements and test
evidence.
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Final Message

Considering the complexity of ships, their long operating lives, their many
supply chains, OT/IT convergence, and the expansion of remote access,
meeting IACS UR E26/E27 is not sustainable through an approach of fitting
documents after the design is complete. The ship industry must shift to a
Secure-by-Design framework that uses Threat Modeling at the design stage.
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